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Product

Impacted Versions

Severity

Remediation

Checkmarx SAST

9.2, 9.3, 9.4 Versions are

Not Vulnerable

Log4j 2 binaries are
distributed with the
product but are not used
by it. These binaries will
be updated in a future

hotfix for versions 9.2

Security Platform

and above.

Checkmarx SCA |Not Vulnerable
Checkmarx OSA |Not Vulnerable
Checkmarx

Not Vulnerable
Codebashing
Checkmarx
Application Not Vulnerable

Checkmarx Go

Not Vulnerable

3.10, 3.11 Versions are

Log4j 2 is used during

the installation process.

Integrations &

Plugins

A:H

Checkmarx IAST [Not Vulnerable after Low These binaries will be
installation updated in a future
release.
High - 10 -
CxFlow 1.6.27 - Fix expected by 17th
CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:C/C:H/I:H
\Vulnerable December

CLI 1.1.8 - Vulnerable

Medium -
6.4 CVSS:3.1/AV:L/AC:H/PR:H/UI:N/S:U/C:
H/I:H/A:H

Fix expected by 24th

December

Jenkins 2021.4.2 -

\Vulnerable

Medium -
6.4 CVSS:3.1/AV:L/AC:H/PR:H/UI:N/S:U/C:
H/I:H/A:H

Fix expected by 24th

December

TeamCity 2021.3.1 -

\Vulnerable

Medium -
6.4 CVSS:3.1/AV:L/AC:H/PR:H/UI:N/S:U/C:
H/I:H/A:H

Fix expected by 24th

December

Bamboo 2021.4.34 - Not

\Vulnerable

Maven 9.00.2 0 - Not

\Vulnerable

Sonar 2021.2.1 - Not




\Vulnerable

Visual Studio 9.00.2 - Not

\Vulnerable

VS Code 2021.3.1 - Not

\Vulnerable

VSTS (ADO) 2021.4.4 -

Not Vulnerable

IntelliJ 9.00.23 - Not

\Vulnerable

eclipse 90.0.8- Not

\Vulnerable
KICS Not Vulnerable
Supply Chain Not Vulnerable

Automatic License

Generator CLI

Not Vulnerable
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