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Common Threats, Part 1 - Miranda's Story
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Ransomware
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Privileged User Security Series
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GLBA Compliance Course
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Handling Sensitive Information (1543")
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Safe Web Browsing
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Your Role, Internet Security and You
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Credit Card Security (Part 1) Ransomware

Credit Card Security (Part 2) Safe Web Browsing

Danger Zone Exercise Social Engineering

Don't Be Dave Email Spoofing Social Media Best Practices
Handling Sensitive Information Securely (Part 1) Strong Passwords
Handling Sensitive Information Securely (Part 2) USB Attack
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CEO Fraud Safe Web Browsing With Corporate

Decision-Maker Email Threats Devices Secure Destruction of Sensitive

Mobile Device Security Information Securely Working From Home
Ransomware and Bitcoin Social Engineering the Executive

Remote and Travel WiFi Dangers Social Media Precautions for Executives
FrdTURBERALETAI—X KnowBe4ETAESa1—IL

Be a Human Firewall Kevin Mitnick - Two-Factor Authentication Attack
Conquer Internet Safety for Kids KnowBe4 Pretexting - Fake IT "Password Break-In"
Securing Your Mobile Devices Triumph KnowBe4 Pretexting - Tech Support "Social Engineering"
over the Reuse of Passwords KnowBe4 Pretexting - Two-Factor Authentication Attack
Understanding GDPR KnowBe4 Pretexting - A Fake IT Attack

Securely Working from Home SIM Swapping - Call Center

Be Vigilant with USB Drives SIM Swapping - Mobile End Users

Outwit Dumpster SIM Swapping - Mobile Retail Locations

Divers Travel Securely

Handling Printouts Understanding

Data Breaches Safeguard

Social Media Protect Your Web Browser
Guardians of Sensitive Information
Vanquish Malicious Attachments
Outwit Social Engineering

Conquer Open WiFi Foil Phishing
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Data Collection Data Phishing: Why Should We Care

Collection Quiz Phishing: The Major Cause of Information
C-Level Phishing Leakage Relationship Trust

Finance Sector Phishing The Threat May Be Closer Than You Think

Lei Geral de Protecdo de Dados
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Call Center & Help Desk Awareness
Computer Security & Data Protection
Data Classification

Developing an Incident Response Plan
Empowering Your Employees for Better
Security Executive Awareness Leadership
How to be a Human Firewall

Identity Theft and Data Breaches

Insider Threats for Executives and Managers
Malware

Mobile Security Basics

Non-technical Security Basics

OWASP Top 10

PCI DSS Retail Store Experience
Password Security

YAN—tXaT(EBHEM LAV TSATUOREDS 21—

FERC/NERC for End Users
FERC/NERC for Managers and
Executives FERPA (Education)
FFIEC (Financial Compliance)
GLBA (Finance)

HIPAA (Healthcare)

PCI-DSS (Retail Compliance)
Sarbanes-Oxley (Accounting)
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10 ways to avoid phishing scams

10 ways to keep PII private

10 ways to stay safe on social media

A Day of Bad Passwords

Backup

Being a Human Firewall Beyond

Phishing Catching malware

Cyber Crime Starts with You Dangers of USBs
Data Breach Overview Data Breaches and You
Data Classification Overview

Data Loss and Insiders

Definition of Social Engineering

Dumpster Diving

Email Spoofing

Executives Mitigating Insider Threats

Hide your passwords

Incident Response 101

Introduction to Ransomware

Introduction to the cloud

Is Free Wifi Really Free

Jasper the Disaster in Travel Security Awareness
Jasper the Disaster in Workplace Physical
Security Jasper the Disaster in Workplace Policy
Low-Tech Hacks to Steal Your ID

Mouse Overs

NIST Password Guidelines

Non-Technical Security Skills

Non-Technical and Physical security tips and tricks
PIl and Compliance

Phishing Contest Winner

Phishing From Facebook

Phishing From Netflix

Phishing From Your Bank

Phishing Andrew's Inbox

Phishing Fundamentals

Privacy Basics

Ransomware

Restricted Privileged Access

Secure Online Behavior

Social Engineering & Phishing for Executives
Social Engineering Basics

Security Awareness Fundamentals

Security Awareness Fundamentals for New Hires
Understanding and Mitigating Security Risks for Executives
Understanding and Protecting PlII

Workforce Safety & Security Awareness
Workplace Violence and Safety
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Phishing in Action

Pretexting: (Fake Fraud Protection)

Pretexting: (Fake Help Desk)

Pretexting: Fake Employee to Help Desk

Pretexting: Fake Executive to I.T.

Pretexting: From Fake Credit Card

Company Pretexting: From Fake I.T.

Privacy Vs. Security

Protecting Data

Road Warriors

Safe Surfing 1: HTTP vs HTTPS & Online Authentication
Security Myths Busted

Social Media

Social Media Data Mining

Social Networking Do's and Don’ts

The CIA Triad

The Domains Triad

The Human Firewall's Top Concerns in All Three Domains
The Many Lives Triad

The Many Lives of Pl

Understanding Encryption

Welcome to Security Awareness Training

Welcome to Security Awareness Training - Animated
What Are APTs

What Does a Social Engineer Look Like?

What is I.D. Theft

What is PII?

Why Executives Need Awareness Training

Why Security Awareness?

Your Security Awareness Journey
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Something Phishy Series Introduction

Breaking the Barrier

Cloudy With A Chance of Phish

Dicey Devicey

Freaky Leaky

Mobile Mayhem

Pass The Password

Phishious Malicious

Social Media Fever

Cyber Heroes ) —XETH &IARX(SATFH2aV)
Cyber Heroes Introduction
Breaking the Barrier

CEO Scams

Cloudy with a Chance of Phish
Dicey Devicey

Don't Take the Bait

Freaky Leaky

Internet Threats

Mobile Mayhem

Pass the Password
Passwords

Social Media Fever

Privacyo—XETH & T4 X (SATPHLay)

General Data Protection Regulation (GDPR) — User Rights
Privacy Principles - Handling Personal Information at Work
Identity Theft - Protect Your Personal Information

Personal Information - Currency of the 21st Century
Protecting Personal Information - Security & Safeguards

Standups 4 Security>Y—X: (SA4T 79 3v)
Cybercrime Promo

A Goliath Hack

Behind the Scam with Loyiso Madinga

Open Secrets - A Password Exhibition
Spearphishing - Catching the Big Phish

Don't Trust Anybody - CEO Scam

Social Media Oversharing

The Dark Web Pop-up
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Security Moment>a—r2UvFTETAHEHIA X
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Hacking Emotions

Privileged User Access Management
Ransomware

Social Engineering 101

Spot the Bad Attachment

Spot the Bad Link

The Big Phish

Building Secure Software!J—X

Ep 1 - Very Early and Often

Ep 2 - Leverage Security Frameworks and Libraries
Ep 3 - Secure Database Access

Secure Coding 6 Module Course for Developers
ET4&I4X(F=4—2av &E—23V5571497)
Secure Transactions and Secure Deployments
Authentication and Authorization

Data Security

Injection Attacks and How to Avoid Them

Introduction to Web Application Security

Secure Session Management

ComplianceY—X (F=A—L3Y)
Acceptable Use Policy

Business Continuity Management
Conflict of Interest Policy

Consumer Protection Act (RSA)

PCI DSS for Corporate Office

PCI DSS for Merchants

PCI DSS for Retail Stores
SupaPopi (RSA)

Treating Customers Fairly (RSA)

Cyber Essentials)—X
Information Security 101
Cryptocoin Security
Cyberbullying

85 MPopcornkfL—=2F FTAE—aVETAHELVEFUTAFF AL
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FISMA- Federal Information Security Management Act

Intro to Phishing

LinkedIn Security

Monitoring Facebook Services
Protect Your Kids Online

Public WiFi Safety
Ransomware Attacks
Traveling Abroad
Twitter Security
USB Safety



A Manager's Guide to Discipline and Documentation

A Manager's Guide to Diversity, Inclusion and Accommodation
Active Shooter

Bullying and Hazing on Campus

Bullying and Violence in the Workplace

Campus Security Obligations Under Federal Law

EEO and Lawful Hiring

FERPA for Higher Education

FMLA Leave and More: An Overview of Legally
Protected Leave HIPAA - Privacy Essentials

HIPAA - Privacy Rules for Business Associates

HIPAA - Security Rules for Business Associates

HIPAA for Non-Medical Employees

Optimizing Your Work/Life Balance: Maintaining Your Life Balance
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FL—=2TF XL~/ (Diamond) /B EA TS
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Anti-Trust 1 - Basic Regulations & Risks
Anti-Trust 2 - Industry Events
Basic Rules of Secure Communication
Bluetooth & WiFi
Business Partner Compliance
CEO Fraud - Fake President
Clean Desk Policy
Cloud Services
Code of Conduct
Compliance Checklist
Compliance Management System
Conflict of Interest
Corruption
Crisis Management
Data Protection
Disinformation
EU GDPR
Export Control
Fairness & Respect in the Workplace
Gifts, Hospitality & Anti-Bribery
IT Security in the Workplace Identity Theft
Industrial Espionage
Information Classification

California Health Privacy

Canadian Anti-Spam Legislation (CASL)
Data Breach

Data Disposal

Data Retention

Encryption
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Teach PrivacybLb—=2F €S a—IL

Optimizing Your Work/Life Balance: Taking Control of Your Stress
Pandemic Flu Awareness

Preventing Harassment in the Global Workplace - Employee Edition
Preventing Harassment in the Global Workplace - Manager Edition
Promoting a Substance-Free Workplace

Rightful Employment Termination

Sexual Harassment Prevention for Employees

Title IX for Higher Education

Wage and Hour Awareness for Managers

Workplace Harassment Prevention for Employees, State of New York
Workplace Harassment Prevention for Managers, State of New York
Workplace Harassment Prevention for Employees (Title VII)
Workplace Harassment Prevention for Managers - Multi-State Edition, V3.0
Workplace Management: Employment Laws and Regulations

Information Security @ Mobile Devices
Information Security @ Remote Workplaces
Information Security @ Social Media
Insider Threat

Internal Investigations

Know-How Security

Microphone, Camera & Selfies

Money Laundering

Payment Fraud

Phishing Attacks on Companies
Phone Scam

Price Rigging

Proxy Servers & Data Privacy
Ransomware Micro-module

Secure Passwords

Security-Oriented Personnel Selection
Sexual Harassment

Social Engineering Micro-module
Social Media Guidelines

Threat Management

Travel Security

USB Attacks

Visitor Management

Whistleblower

FERPA (K-12)

General Data Protection Regulation (GDPR)
Global Privacy and Data Protection

Secure Workspaces Game The Privacy Act
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Avoiding Antitrust Violations

Avoiding Conflicts of Interest

Avoiding Insider Trading

Risk Back Injury Prevention

California Workplace Harassment Prevention for Employees
California Workplace Harassment Prevention for Managers
Connecticut Sexual Harassment for Managers

Controlling Workplace Exposure to Bloodborne Pathogens
Delaware Sexual Harassment for Employees

Delaware Sexual Harassment for Managers

Disability Discrimination and Accommodation

Employee Privacy: Balancing a Manager's Right to Know
ErgoNet: A Training Guide for Healthy Office Workers
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Restricted Intelligence')—X -Season 1

Episode 1:The Test (passwords and passes)

Episode 2: Browsing (safe surfing)

Episode 3: A Cry for Help (email hacking and phishing)
Episode 4: The Journey (portable storage devices)
Episode 5: The Leak (beware what you share

Episode 6: The Lesson (mobile devices)

Restricted Intelligence PrivacyT 743> -Season 2
Episode 1: Nothing To Do With Me (What Is PI?)

Episode 2: Nobody Reads That Stuff (Privacy by Design)
Episode 3: Once More Unto the Breach (Retention & Disposal)
Episode 4: The Heart of the Matter (Purpose & Minimisation)
Episode 5: Mr. Cellophane (Transparency)

Episode 6: Partners (Third Party Partners)

Bonus - GDPR Intro (GDPR is Coming)

40FED Twist & ShoutFAE—LaVRRA—& T 57495

Ethics and Code of Conduct

FCPA Anti-Corruption and Bribery

Global Anti-Corruption

Maine Sexual Harassment for Employees

Maine Sexual Harassment for Managers

New York Preventing Sexual Harassment for Employees
New York Preventing Sexual Harassment for Managers
Personal Protective Equipment: A General Awareness
Preventing Unlawful Retaliation in the Workplace

Slip, Trip, and Fall Prevention

Understanding the Family and Medical Leave Act
Valuing Diversity for Managers

The Inside Man$)—X -Season 1

Episode 1: The New Guy (Social Engineering)

Episode 2: Social Hour (Social Media)

Episode 3: On Our Side (Phishing Attacks)

Episode 4: Surprise (Document Disposal)

Episode 5: Takeaways (Clear Desktop Policy)

Episode 6: Masquerade (Cloud Services)

Episode 7: Buying Time (Passwords)

Episode 8: Taken (Ransomware)

Episode 9: Where The Wild Things Are (Travel)
Episode 10: Keep Your Friends Close (App security and permissions)
Episode 11: The Sound Of Trumpets (External Devices)
Episode 12: Checkmate (Insider Threats)

eoge
. Canada PrivacybL—=>F &2 a2—)L

FL—=2 T Fo£XLA/LI (Diamond) (2B EA TS

Canadian Private Sector Privacy
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Automated Security Awareness Program (ASAP) -
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KnowBe4 (&, BEl{kEh 7=y— LT Automated Security
Awareness Program (ASAP)IZRE 35T, ITHNSE
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\‘5 ASAP | Automated Security Awareness Program

Start your Automated Security Awareness Program
(ASAP)

Create a customized Security Awareness Program for your organization that helps "‘"
you to implement all the steps needed to create a fully mature training program.

R Sne—
ASAP hasthe necessary nformation

“ Information

Let's Get Started >>

& ASAP | Automated Security Awareness Program [BOnwriosd POF = | (3 Change Start Date | Reset My Program

Your Security Awareness Program Tasks
Based on your questionnaire feedback, we have generated the following tasks that need to be
completed for you to get the mast out of your Automated Security Awareness Program

ERrENRER (9 Calenda

1. Engage your stakeholders (cstmates Dus an July 19, 2017 [2]

2. Customize your KnowBed console Dueon Juby 24, 2011 )

3. Whitelist the KnowBed mail servers (e o Due on July 21,2017 [27]
4. Import your users Due on July 25,2017 [27]
5. Create and complete a baseline phishing campaign £smaied Due on July 31, 2017 F
6. Review the results of your phishing test /zstmare o Dus on August 29, 2017 v
7. Communicate the Security Awareness Program with your employees (st Oue on August1, 2017 [l
8. Install the Phish Alert Button (PAB) /s Due on August 4, 2017 '
9. Review and select a primary training module Dus on August 4, 2017 §i
10. Create a training campaign for your primary training module (:: Due on August 14, 2017 i}
11. Review and select quarterly training modules (somared i Due on August 7, 2017 m
12. Create training campaigns for your quarterly training modules im0 Due on August 1, 207 i
13. Set up Scam of the Week campaign Duo on August 25, 2077 i
14. Review and select a remedial training module for phishing test failures Esumate. Due on August 8, 2017 i}

15. Create a training campaign for phishing test “clickers” ¢ Due on August 11, 2017 "‘j
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EBLSCHRESNTWET, T, 27055 LD FEM/N—

AT T EITF4THT)—N—23 0 FPDERR X TIOR

R—b T BHEEE A TNET AV TSATUREHOIRY

AVMADHEEZLLTHATEETT,

3‘4 ASAP | Automated Security Awareness Program [BOownioad POF = | (3 Change Start Date | @ Reset biy Program

Your Security Awareness Program Tasks

Based on your questionnaire feedback, we have generated the following tasks that need to be
completed for you to get the most out of your Automated Security Awareness Pragram

LEAIEl (2 Calendar

July 2017
Sunday Monday Tuesday ‘Wadnasday Thursday Friday Saturday
k] 0 12 3 5

3

TV oRBETEMBLIALU S —Ea—BRHL
TWEY,
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Dashboard | welcome

Organization's Risk Score

Risk Score - Last 6 Months

Displays the Organization's Risk Score over all users —
100

™~

10.7

See our Virtual Risk Officer (VRO) Guide for
details about how Risk Scores are
calculated.

Risk Score
S

Apr 1 May 1 Jun 1 Jul 1 Aug 1

Phishing

See more phishing reports

Current Events and Social Networking
Monthly from category: Social Networking, Current Events
429 Clicks 22 & Srared At 03/01/3015 2
0% Groups: All Users
Total Sent: 536
Bounced: 0
» Clicks: 94
« Replies: 0

21 Reported Industry Benchmark Data (2)

YOUR LAST PHISH-PRONE%
0.0%

o + Attachment Open: 26
. « Macro Enabled: § INDUSTRY PHISH-PRONE% o
P - + Data Entered: 50 - 23%
2 * Reported: 0 s
z 205 = Phish-Prone %: 32.6 -
€ B ] Industry: (Consumer Services %)
10% _— — -
1 I Company Size: (‘Large (1000+ users) =
. e
. | — Program Maturity: | Baseline ()]
® Clicks @ Replies @ Attachment Open @ Macro Enabled
© Data Entered © Reported -# Phish-Prone % == Industry Average
Phish Alert

Installed 178 times, uninstalled 31 times
Total Emails Reported: 305
Simulated Reported: 102

Non-simulated Reported: 203
Download CSV

Reporting of simulated vs non-simulated phishing emails
Last 30 days

15

| .M”‘. i) ..“|||{I..|‘.m..|ll

Jul 29 Aug s Aug 12 Aug 19

© Simulated @ Non-Simulated

Training
Campaigns in Progress. See all
@ Salos Ongoing Campaign O Ea
@ 2019 Security Awarsness Initiative 80%
Other Gampaigns

@ Initial Campaign

Tainvite your users to start a course, copy this knk:

training.knowbed.com/cain?domain=kb4-demo.com
Araining. knowbed.comvioain?domain=kb4-sales-demo.com

ftrainina.knowbed com/ocain?domain=kb4salesdemo.com
frainina. knowbed com/oain?domain=kbdsalesdemo.co.uk
:/Araining. knowbed.comviogin?domain=kbAsalesdemo.net

Send it to them by email or other means.
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Email Preview

From: CEC@kb4-demo.com
Reply-to:
Subject: Urgent Request

= Send me a test email

| need the list of W-2s of employees wage and tax statements for 2015, | need them in PDF file type but | need it uploaded here for security

purposes. Kindly prepare the lists and upload them for me asap.

Email Preview - Generic Debit/Credit Card Blocked (Link)

From: Security Team <cardsecurity@fraudinvestigation.gov>

Reply-to: Security Team <cardsecurity@fraudinvestigation.gov> % Send me a test email
Subject: Urgent Alert e Toggle Red Flags

R SuspiciousATMWithdrawal.pdf

We have detected a suspicious money ATM withdrawal from your card.

For your security, we have [emporarily blocked the card. All the details are in the attachment. Please open
it when possible.

Sincerely,

Card Security and Services

Credit CY/d

From: AccountRecovery@noreply.accountreset.com
Reply-to:  Send me a test email
Subject: Please Initiate a Password Reset - Suspected Hacking Attempt

This email is to notify you that your google account has been disabled because we suspect a hacker has compromised t.
In order to unlock your account, you must initiate a password reset.

To Intiate the password reset process to re-activate your Google Account, click the link below:

https://w int.com/recovery 9wxe0

Sincerely,
GoogleApps Security

Note: This email address cannot accept replies.

Close
Email Preview - Generic Online Order Receipt (Link)
From: Ordering <Orders@OnlinePurchases.net>
Reply-to: Ordering <Orders@0nlinePurchases.net> & Send me a test email
Subject: Your Online Order Receipt ™ Toggle Red Flags

Thanks for your order

Want to manage your order online?
If you need to check the status of your order or make changes, please visit our home page.

Order Summary;
Shipping Details : (order will arrive in 1 shipment)

Order #: 842150-HPP830D-FFFFO11
Shipping Method: Overnight Shipping
Shipping Preference: Fastest Delivery Time
Subtotal of Items: $269.81

Shipping & Handling: $43.56

Total for this Order: $313.37

Delivery estimate: Tomorrow
3"D-Link DIR-655 Extreme N Gigabit Wireless Router"
Misc.; $89.94

Sold by: D-Link Electronics

Didnt place this order?
Click on the Order Number to view details about this order

Please note: This e-mail message was sent from a notification-only address that cannot
accept incoming e-mail. Please do not reply to this message.

Thanks again for shopping with us.



From: IT@kb4-demo.com

Reply-to: % Send me a test email
Subject: Change of Password Required Immediately

We suspect a security breach happened earlier this week. In order to prevent further damage, we need everyone to change
thelr password immediately.

Please click here to do that:

From: Tracking@pak-express.com
Change Password Reply-to:

Subject: A Delivery Attempt Was Made
Please do this right away. Thanks!

Sincerely,
T
***Do not reply to this e-mail. PAK will not receive your reply.
From: AccountRecovery@noreply.accountreset.com Important Delivery Information
Reply-to: = Send me a test email
Subject: Please Initiate a Password Reset - Suspected Hacking Attempt
Delivery Status: Could not deliver package due to invalid information.
This email is to notify you that your google account has been disabled because we suspect a hacker has compromised it. IFix Errors: HERE
In order to unlock your account, you must Initate a password resst. Please click the above link to correct the errors and we will attempt to re-deliver your package

Driver Release Location: COULD NOT DELIVER
To initiate the password reset process to re-activate your Google Account, click the link below:

Shipment Detail

hitps: Int.com/recovery/srpzest=02in3eawxed
Sincerely, Number of Packages 1
GoogleApps Security PAK Service: 1 DAY OVERNIGHT - URGENT

Weight: 28LBs
Note: This email address cannot accept replies.
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KnowBe4

Human error. Conquered.

Oops! You clicked on a simulated phishing test.
Remember these three ‘Rules To Stay Safe Online’

v

« Stop, Look, Think!
+ Use that delete key

v

+ Do | spot a Red Flag?
« Verify suspicious email with the
sender via a different medium

v

« “When in doubt, throw it out”. There are a
thousand ways that internet criminals will
try to scam you, and only one way to stay safe:
Stay alert as YOU are the last line of defense!

PLEASE NOTE:

joned in the bod
The purpose of

whose name isn
of KnowBed,
from reputable coi

at company has
w phishing

49T X A)TATARMDR Yy Sa— Yy

FRTAERC S L= D0 o T HEE R ML TR IE LN &SI

2497 T R— DIERA

KnowBe4

Human error. Conquered

Oops! You clicked on a phishing email!

Please review the Social Engineering Indicators found in the
email you clicked on. Always think before you click!

Hover over the red flags to see details:

To: admin@ibd-demo com
From: IT < ™ T@kbd-demo.com>
Reply-to: IT <T@kb4-dema.coms
Subject: ™ Change of Password Requined immediately

this wesk. ™In order 1o prevent further damage, we need
immediately.

10 change their
[EPiease clck hers 1o do that
ZChange Password
Please da this right away. Thanks!

Sincersly,
"

HENTVS0 ETHRBICR T Da— VEERTEET .

'Create New Phishing Campaign

Note: A campaign will start 10 minutes after it is activated or created.

# Back to Campaigns

Name ]
Deliver To == Select User Groups -- -
Fraguency ® One time O Weekly © Bi-Weekly © Monthly © Quarterly
Start Time | | 12202017 @ | 05:33PM (GMT-05:00) Eastern Time (US & Canada) =
Sending Send all emails when the campaign starts 7
® Send emails over 3 Business days -
Define Business Days & Hours
O  03:00AM o | os00pm (GMT-05:00)
] Sun @ Mon ¥ Tues ¥ Wed & Thur & Fri | Sat
Track Activity 1 days ~ | after sending is complete 7
I Track replies to phishing emails 7
Categories -- Select Categories -- - -- Full Random (random email to each user} -- = ® Preview
Difficulty Rating -- All Ratings - -
Phish Link Domain -- Random -- -
Landing Page -- Usé Defaults — -
Add Exploit - None -- -
Add Clickers To -- Select Group -- -

[ Send an email report to account adming after each Phishing Security Test




Phish Alert (Z4vy>aF75—R) RE2Y
DOV IITIvI VTR B EBEARE

BIREA—S—DT7RAU#EELLTPhish AlertrRE2VEFRAELTLT, RBA—ILEREIZ. MDIUVUVIT, EX 1T EE AL

ETEFET,

MBI T4 T ) TAT AR LTI —H —APhish AlertiRaLZz5)vo T hlE, COI—F—DT7oarnHEs

nFEY,

e A—H—HEEF T v T A= ILUSN D A—)LIZPhish AlertR22 &9y IS EICIE SOA—LIEEF1)ToEHSE
AV T UM AR RF— LNEREmESNET,

e REVTHRRAB LV L—HF—FATATRYIRIFT R THRAT A XATHE,

o HiR—hENTULVD IS4/ 7k Outlook 2010720137 2016 & Outlook for Office 365, Exchange 2013 & 2016, Outlook
on the web (Outlook.com). Outlook Mobile App (i0S & Android), Chrome 54 LLB% (Linux. OS X & Windows)

Outlooky—JL/\—
£ 11—+ —|ZPhish Alert
RAL%EENM

Dutlook

-@ [ [SearchPeople =
=1 [DAddresBook 1=
b Rules Onelote Unreod Fallow SendsRe
. Resd Up- Y FiterEmaic aycoger | plen
Move s Find  senamecend] Know et

2 Reply R Reply All € Forward

Waibor -
fewest & 2 Thu9/0/20 s P
LinkedIn@linkedin-messages.net
—————————
| New Linkedin InMail Message

s |
| To DevoranGoles
vvvvvvvvv @ Click here to downlosd pictres To help protect your pvacy, Outlook
download of some pctures n this message.
o

LinkedIn

Office 3657 F A RALY
£ 21—+ —|ZPhish Alert
RAZBN

ink|V  Sweep MovetoV  Categories vV  ee* Y9 Undo g
® & Phish Alert x
18 e 2 Rl
® 9 Replyall |v
Today, 5:22 PM KnowBe4
Test User ¥
Are you sure you want to report this as a
e 5
Dear Valued Customer, phishing email?

Subject: Safety recall for your vehicle

Your auto manufacturer has issued a safety-related defect for certain K
w Brw—ae

veliiclés matehisig your make and todel year. If your car s induded i Friom:
this recall, take your vehicle to your local certified service center and the
repairs will be completed at no cost to you.

Phish Alert

Please click here to see if your vehicle qualifies under this
program.

= +
~ Reply Ir:]wjj B:]
Phish More
) Reply All Alert Add-Ins
» Forward Reply
[ 1 Delete
Forward
J| @ =
= Delete
Phish Alert Add card to More
Trello Add-ns

Cancel

*  ~Outlook’ Mobile®
(Android)

GmaillToRT 3y
£ 11—+ —|ZPhish Alert
KA %EN

- = = = = '

=N Action Required on your Credit Card Account oo x

5 Notifcations@yourcradicards.net Nov (11 days

Doar Custome,

The process does not ke more than § minues.

@ Copyrght 2018, A1 Rghes Resarves
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Phishing Security Test started at: 09/13/2017 02:42 AM # Back to Campaigns

Campaign: CEO Fraud Test
One time from categories: My CEQ Fraud

Qverview Users
10¢ o y 3% 4 o0 , ) \ C
541 541 21 0 21 26 0 0 0 0 2 0
Recipients Delivered Opened Clicked Replied Attachment Macro Data Vulnerable Exploited Reported Bounced
Open Enabled Entered Pluging
& Download CSV
Name & Email Date/Time
Fritz Connell 09/13/2017 02:54:23 -g
Fritz.Connell@kb4-dema.com
Blake Torp 09/13/2017 02:57:23 e
Blake. Torpéilkbd-demo.com
Hiroko Gaylord 09/13/2017 02:57:23 -

Hignkn Gaslosd@khd.damo, com

“Reply-To Online” &LV A—H—MN\yh—LBIEPYRYZELIzNET AT BV RATLTUTL—rEHY . KnowBed2,000%
BRBI1v T ToTL—rOWVWTNEBEELET,

Email Preview - RE: Wire Transfer

From: Fritz Gonnell@kb4-demo.com
To: ceo.gotaa@knowbsd. employeeportal net-login.com
Subject: RE: Wire Transfer

@ wire_receipt. paf

& Download Raw Email

Ok, | just sent it over. Let me know if you need anything else.

Thanks,
Fritz

On September 13, 2017 06:42, Office of the CEQ <ceo@kbd-demo.com: wrote:

Hi Fritz,

Please process a payment of $34,295 (USD) to the account information attached. Code it as an Admin expense and let me know when it is
completed. Please do this as soon as possible. It is urgent.

Thanks,

Office of the CEQ
ceo@kb4-demo.com

Close

F1z. “Track replies to phishing emails”#4 72 avENLT. FEIT1vP o9 F oo R—2 (LT, TI4 L TONIZERESN T
WB1=6, BEIZERATEET,
ZOWEEDEBMA T aviEk, ROBYTT,

SRIEFXAVTUYDRTE: TIAILETONIZERESNE D, EHLShBBEEHYET,
CNAZATARARERIRIEFLTRLURAY TRAL Y SRIEFETRLREZER AV ERIBRIZLET,
e RTELRIEDISYF LY  A—F =M1 B R B FEREEDHANBERES O TORLLERERLET,

Track replies to phishing emails

Custom reply-to address domain

reply.xyz12 @ knowbed .employeeportal.net-login. =

Keep reply content for later review
Track out of office replies
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Email Preview - Change of Password Required Immediately (Link) (Spoofs Domain)

From: [T <[T@kb4-demo.com>
Reply-to: IT <> & Send me a test email

Subject: Change of Password Required Immediately ™ Toggle Red Flags

We suspect a security breach happened earlier this week. In order to prevent further damage, we need everyone to change their password immediately.
Please click here to do that

Change Password

Please do this right away. Thanks!

Sincerely,
T

Tl BRIV VT A—IVENRERA X TE, BHDOL YR IS EMARAL TENTEET,

Editing Phishing Template € Back To Phishing Templates

Name.
Urgent CNN alert
Entar Template Name o laave bk 10 use "Submct” as name:
Sender's Email Address Sender's Name Reply-To Email Address Reply-To Name
UrgentAlens@CNNalerts.com UrgentAlertsBCNNnalerts.com
™ add a red flag ™ add a red flag ™ add a red fiag ™ acid a red flag
Subgect
URGENT FINANCIAL NEWS from CNN
™ Urgent call to action to distract from the phish

Attachment type Attachment filename

™ addl a red flag ™ add a red flag

Bswn G ® B ¥ . @@ @& Q- ¥ BIUSKXXL|z=2=2s3;:: * o B
@E=Q A-B- syes - | Fomat Font -l - P Placencider - L PhishUek | ™ Red Fiag >

We suspect a security breach happened eariler this week. ™ In order o prevent further damage. we need everyone to change their password immediately.

Please click here 10 do that

~Change Password

Please do this right away. Thanks!

Sincerely,
m

COT A —[FBEMGEEELNET CICHEREL. FBVWELLIA o T4y —8—2EURA UM TEELET,

KnowBe4

Human error. Conquered

Oops! You clicked on a phishing email!

Please review the Social Engineering Indicators found in the
email you clicked on. Always think before you click!

Hover over the red flags to see details:

To: admin@kb4-demo.com

From: IT <_~IT@kb4-demo.com>

Reply-to: IT <>

Subject: |™Change of Password Required Immediately

\We suspe security breach happened earlier this week. ™ In order to prevent further
AU IOATE Sl 10 change their password immediately.

take you to the site the emall content
says itwil.

| Change Password

Please do this right away. Thanks!

Sincerely,
T




USB Drive Test™(USBRSATFA)
USBZEH21=,EEDISITHTEIELI—HF—IZHLTTRMNFET , FHTL5%D 1 —HF —H$E-1-USBEPCAZELIAATLY
9,

KnowBeda YV — LM SEEIZUSBRSA T T RMEERL T, E—a b SN =4 FE D Microsoft Officez 4™V A—KR$3ZEMT
EFEI, T A—HY—DOVVI / F—TULOITLGEESC, I7MINBREEFTTAHELTEEFT, RIZ.ZhoDIT7AILE
USBIZAVAR—ILL T, EEENBEEICITERIGAICUSBEHELTHEET,

REBEBMIDUSBER>T. BHDT—HORTF—aV~ELIRAAT. 774V EF—To3 5L, "call home”75—rEHIELT.
DIRE—HEIZT I ABBRIPTRLRABEDEREZRELET . SHIC. FT7MILADITIOZEFHELTEFIE, 2—F—% 40
UE1—4—RGEDEMERDLF YT F¥TE, KnowBedar Y — )L THRATES LS TEET,

GEOR4s—Yav
BRI T RENECTHRYILEDNEYY T EIZRRTEE T RTRRAVEDRYILE IO CSVIIRR— A T304
#{’_f‘énfl'\i_a-o

Failures by IP Address Location

B In UnitedStates

Failures



AIDA: Artificial Intelligence Driven Agent:

AIRYToI—Vxoh (R—EF—T M)

AIDAIZ, AIZfEST, A—JL, DMORA ZA— VG EERE B ANEY DB L SN -F v R—VEBMITERL T, TILFARY
MLDY—Sv LIV DT OEBRRBEZEERTELDTYT ., NICEST REEITT«VIUTIIED)vISETY.,

DMIADY %Ry TIEIY, RS RA—JLIZIRES B YT HILT, RV T—I~NDEAELHITTLKEDTT , HEIZERIE.

AIDAIE, AIEFERALT. V=% LIV DT YT TR L TR HIIEEMRAIL T, A—)L, BEE. SMSAYE—D U #ERMEL TS E
7S = LIV DT O B B E T #NTE T, CRE ST S TH ATEE)

PhishER: A —/LEEZREIHFEL. REHIG

XA TANL—Z U T ERBRNICEREL TSN EN IO DHET . BREDFBA—IIEHEENZIELT, ALHIDHET
XA TAHEEEABRICHRELTOET . CORBA—ILISTavoDEMIE. EFX 2 ) TAHBHABEFICE>TOFH-LEREEFKES
FTWET,

RYRT—HOHEREET BRINLA—IILOEEHDA—ILDFIL10-15%IEA—IL T4 E—EFTYIRITTLET, 12— —"HETS
10D A—=ILDSE T, ERICIE, BEHDIA—ILIFLEIEELIHBYET A VRID TP 0T HEIZHNT 5 —F T, LIS
LTaA—H—DRETHEY0% D A—JLIZIEEEN DRI ST I EESIEELMBETT .

PhishERI&. 74wy o DBBEERTA=0ICAVTURN L ARV RAF— LN ERT AL TOEELERERTT . EEDHD

Ayt—TFBEIMICERIBT TLTEETSDICERATY . ABA—IILFEENDTRIZH DL TN ET , PhishERIZ, R2>
R7OVEFZELT, £=1E. KnowBedDEMHY TRV T av BHDOTRA AT a LTSRN EITET,

Dashboard

632 i "

Received Messages Messages Summary

_l_lll_n.-;;_llllLJ]llj_;.

Reported Messages by Category Categories

\
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# Back to Training Campaigns

Initial campaign

Groups: All Users

Overview Users

2016 Basics of Credit Card Security

4 This Training Campaign
STATUS Completed
100% START DATE 7/1/2017 02:42 AM
Completed
All Courses
END DATE 7/31/2017 02:42 AM
USERS 537
AUTO-ENROLL False

User training activity
Number of users that started at least one course (per day)

60 SCHEDULED NOTIFICATIONS

2. Jul 4 Jul 6. Jul B Jul 10, Jul 12, Jul 14, Jul 16.Jul 18, jul 20. Jul 22, )ul 24.)ul 26.)Jul 28.)ul 30. jul

= Send welcome notification to User on
enroliment

= Remind User 5 days after enroliment
Remind User 5 days before due date
Remind User 2 days before due date

s
=3

w
-1
[l

Send completion notification to User

~
L=

-
=3

a

This 20-minute module covers the basics of credit card secunty. It is meant for all employees in any organization who handle credit cards in any form, whether taking orders on the phone, swipe cards on
terminals or through devices connected to smart phones. It teaches employees to handle credit card information securely to prevent data breaches. Different types of cards are covered, which specific
elements the hackers are after, and explains how malware like keyloggers, password crackers, and spyware can endanger credit card information. Employeas are taught the rules for paper copies of cradit
card data, and things to remember during data entry. including things NOT to do like sending credit card information through email and text and more. A quiz ends off this module.

Overview Users

10% 3% 7% 89%
28 3 1 2 25
All Users Incomplete Not Started In Progress Complate

(] Email address Enrolled

(] Aaron.Lesch@kb4salesdemo.net 12/21/2017 01:44
£ admin@kb4-demo.com 12/21/2017 01:44
o Alita. Walker@kb4salesdemo.net 12/21/2017 01:44
2 Chara.S iawski@kb4salesdemo.net 12/21/2017 01:44
2 Denna.Jaskolski@kb4salesdemo.net 12/21/2017 01:44
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KB4-Tutorials Leaderboard

See how your group ranks below! Improve your group's rank on the leaderboard by
completing all of your training assignments.

’4
Congrats!
Your group is 2nd
& ¢ +
o
o
+ l—_‘l
IT HR Admins
14% Training Complete 19% Training Complete 13% Training Complete
Rank Name Percentage Complete ©
1 HR 19%
3 Admins 13%
CheshireCounty  17aining  Leaderboard  Badges O Dusty Halliday ~
Your Achievements

Good work, Cyber Hero! You've earned 4 badges! Check out your heroic achievements
below and find out how you can collect more badges.

o

Z P

+
Pioneer Lightning Fast New Recruit
You've shown no fear. Being one of t st You're unstoppable! Being the first to Cyber Hero Duty! Welcome
to start working on this assignment has complete an assignment h arned you the earned the New Recruit badge
earned you the Pioneer badge Lightning Fa e.

Earned 10 December 2018 Earned 10 December 2018
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Active Directoryf > 5745 L—3>

A—HY—F—EERBITTYITA—RTEET, CNITF- T FHTOI—HY—LERZEEITILENGEY, X1 TrHLSSE
DEBEERFTEIENTEEFS, ADAIUTIL—TavhERERESANIE. ADATOERELFEHLT, BN ——DE
Mm-EFE-REENTONET, T CSVIFAINLTALA—H—2%FELEHTTYITO—KFTEIELTEET, Microsoft Azure ADZEE-
TWWBIHAEIZIE, KnowBe4DADA U TH L—avEE LT, A—HF—DEBM-HIRD=H D HEMEI—F —TnE 3= 0%
BT HILLAEETT

+ Active D||“ect0|'y Sync Report € Back to Active Directory Sync Reports
& Users & Groups & Import Users 28 Active Directory & Merge Users & Security Roles
Groups @ Users &) Memberships )

& 539 users Newly Managed

List of users that existed but were not managed by Active Directory and were switched to being managed by Active Directory.

Name Email Manager GUID

Aaron Lesch Aaron. Lesch@kb4salesdemo.net Boyer ce498bc8-d44c-4ee2-9188-7d3ee54dd77b
Abbey Zieme Abbey.Zieme@kb4-demo.com Gibson b2f63dda-5fd2-4c89-a9dd-3d2b66641896
Abe Trantow Abe.Trantow@kb4-demo.com Smith 453a6600-36e6-4101-b4da-696451985¢ca8
Abram Hermiston Abram.Hermiston@kb4salesdemo.net Smith 2babd686-2d92-4 1bf-b9d6-832619a993c7

,, Manage Users & Groups

& Users & Groups & Import Users 28 Active Directory F 3 Merge Users & Security Roles

Received Status Affected Groups Affected Users Affected Memberships Test Mode

8 hours and 32 minutes ago v Completed 7 539 -
1 day, 8 hours, and 32 minutes ago v Completed - 5 1
2 days, 8 hours, and 32 minutes ago v Completed [ 4 539 - B Details
3 days, 6 hours, and 33 minutes ago v Completed 7 539 -
3 days, 8 hours, and 33 minutes ago v Compieted 7 539 - a



Smart Group (RT—k5F JL—7F)

Fo—=2 T DoT4v 0T LR—T10 T £ TEBEIE
LXAYTFATOHREBVEYVEY DL B EREEAREICT H/AREBHELET ., E5I2. Smart GroupiéRE%ERAL T, B#®
T4 X v oR— FEREBEE. F1—V—DRDIBEVNPLCI—HV—BHICE DV —=UF R EEBEL T DI EMNAREIZRY
E R

F. —ERETNEROBREF—NREL I« T  bo—Zo T F oo R—VUFERTHIENTEET, ThIZEY, FL—=
FEEBIZ. Ta9P T O~NEEIZH LY IA EZEN——0 OB BEMNEE IR LY T EIENTRETT ., 10D
Smart GrouplZL T DD FEEEMNSERL, RIC)H—EHERAU N EHET I AVEBMERTET HIET, BELER v
DT ARV T R R B ICHERICE SN TEE T,

HHLRWLIEIL. Smart Group/L—ILICERASNEBRGEREER—X(TTAIIVAY T LTINBTLR—T AT TEBILETT FlAIL.
HED “Phish Event” E#ETI WAV LT, BHELIZEBR D4y UV TRAMNDHRELTHEEEZ T LIR—MEERT LI BT
MSmart GrouplZx LT, BAIRL—=2 50 ELIZ LD TV T FRNETH AT EHIENTEDLSIITHEYET,

—970—%B5IZHERL. hR4T/1XT 3

HTHLEBIZ, A= T4V LIz —070—%ERT BIEMNTEF T, CNIZKO T REBEVEYVEYNEL—IVTFATIO4+—IL
DIDDBRATERITOVIELTHEET ATENTREICAEVE T HELGN —=29 7—970—m, FEar—>23> A RE8 N4
AT EDTHAREER—RELZERLT—o70—DIhhHiod, SHEREE R EILTEIENTEF T, F=. BELEIT AV
F—2avAlyhEFEST, 7—o70— (2D, ENBFELE-ON. W DENBBRERBRLE-ONEHIET HIENTREIZAYVET,

RAGERVBBMETHEERFZRET S

T—Y70—%EST . FL—ZV T OBRECHARBIN —Z0 T O BBEHRETIENTEET  BER—RDN —=U T B &,
BEE D10 VT A—LEE, A——T 2B DRI LLR—MERGEEBR BITEITTHENTEFET .

€ Back to Groups

% Group: Sample SG
Smart Group Criteria + Add a new criteria ~ ¢
5007 users
7248 users 6389 users
User Field The location must beequalto Northeast [ 7248 Users | x
User Field The manager's name must beequalto Miller [ 997 Users | x
Phish Event User must have clicked exactly 1time in the last 6 months [ 187 Usors | x

Total Users: 187



&Xa)FsB—JL
KnowBe4arY—/LE&E@ELT.

HMLT IR ERERETHENTEET . TRTHRITA X ARG . FABICLOTRE
ESNHBABELZO—IL (REDERETHEEAREICLTVET . A—LIFEIC—EDFORESNERTEHYFEE A,

KnowBedDtF 1) T4A—)LHEEIX. B YMNIEE LA T I RERET IV ERET A ELZTREIZLET . OVY—IL
FREEZRrL—4E—(F. ThIZHELTKnowBe4da Y — )LD EDE D DHET I EARREIZTHIENTEET,

BESNSTIERER:

cEXBEREERY . MEREEER
e NEEFY: A ——EANOTHERRDFIVY
s BMET W —T RSB —=0 T30 T Y DERTIEE

BRERREET VL RERDHI:

RBEF TV T TADIRERDLE A —(BIEDH)
e A—H—BLUTIL—TDERE
CFIR T4V T X R— DIERL

e ModStore CHIHBI BB N —=20 5 AV TYDLE A — (REEDH)

Edit Security Role

Role Definition General

Phishing Campaigns
Phishing Email Templates
Phishing Landing Pages
Phishing Reports
Phishing Dashboard

Update Security Role

Phishing

No Access

No Access

No Access

No Access

Don't Show

Training

Read Only = Read/Write
Read Only = Read/Write
Read Only = Read/Write

Read Only

Show

€ Back to Security Roles



LR—F424

FroR—VHEPOHRERDOLIA—FETRT, TRFABRHLECSVIFZAILELTE 7 O—FaTkE

' Phishing Security Test started at: 06/25/2017 02:52 AM
Campaign: Initial Campaign

One time from categories: IT

4 Back to Campaigns

Overview Users
100% 26% 26% 0% 0% 0% 1% 1% 1% 0% .
541 541 146 146 (1] 4 0 7 8 ] 4 0
Recipients Delivered Opened Clicked Replied Attachment Macro Data Vulnerable Exploited Reported Bounced
Open Enabled Entered Plugins
& Download CSV
Name & Email Date/Time IP Addi PL i B version o0s
Rocio Morissette 06/25/2017 02:56:23 65.49.22 66 Fremont, CA IE " Windows 8.1 =
Rocio Morissette@kb4-demo.com
Mitzie Larkin 06/25/2017 02:57:23 65.49.22 66 Fremont, CA IE bl Windows 8.1 =
Mitzie Larkin@kb4-demo.com
Kurt Green 06/25/2017 02:57:23 65.49.22.66 Fremont, CA IE 1 Windows 8.1 pa
Kurt.Green@kb4 -demo.com
= — — o
FEM D+ REFMEICH AR —Y B OLKR—T12 7 AR
- =
& Fritz.Connell@kb4-demo.com details € Back
Personal Phish-Prone F’ercentage: 87.5% (based on 8 emalls delivered) & General # Edit
Clicked Replied Attachment Macro  Data Vulnerable Exploited Reported Email: Fritz.Connell@kb4-demo.com
Opened Enabled Entered Plugins
First Name: Fritz
v v v X A=
Last Name: Connell
v v ]
Job Title:
v v =
Phone Number:
v ]
Mobile Phone
v = Number:
Extension:
Location: Northwest
Training Division:
o = Manager Name: Jones
Initial campaign
Manager Email: Jones@kb4-demo.com
2016 Basics of Credit Card Security :"‘P':L”
Started at: 07/17/17 "
Completed at: 97{1 7/2017 Group(s): kb4-demo.com, Accounting,
Time spent: 00:22:00 Marketing
‘¥ Course Completion Certificate
Aliases: Fritz.Connell@kb4-demo.com

S 2018 Kevin Mitnick Security Awareness Training - 45 Min
Policy not acknowledged
Started at: 07/18/17
Completed at: 07/18/2017
Time spent: 00:20:00

© Registration

Sign in count:
Created at:
Confirmed at:
Confirmation sent at:
Last sign in at:

Last sign in IP:

3

06/21/2017 02:42:23

12/21/2017 01:42:24

07/29/2017 02:42:23



Phishing Security Test Reports

Overview Campaigns Email Templates Landing Pages Reports

Date Range Include Selected Campaigns Include Campaigns Sent To
£ Last 6 months = ‘ @ All Campaigns = & AllUsers v
Compare Group Comparison By

Failures - -- None -- -~ ] Include Non-fallures n

Phishing Security Tests - Last 6 Months

412 Clicks 21 Replies 78 Attachment Open 7 Macro Enabled 159 Data Entered 22 Reported Industry Benchmark Data 7
0% 200
YOUR LAST PHISH-PRONE%
2.2%
30% 150
g INDUSTRY PHISH-PRONE%
* g 230/0
S LB B R R s:
& 20% 100 2
% 2
g S Industry: | Banking B
10% 50
C Size: | Large (1000+ users) 2
o — | s Program y: | 3]

® Clicks @ Replies @ Attachment Open @ Macro Enabled @ Data Entered @ Exploited
' Reported -® Phish-Prone %

Reports

Campaigns Notification Templates Store Purchases My Training Reports

Sign-ups

Users who signed up

Users who have signed-up for the service and logged in at least once LG8Vl
Users who did not sign up

Users who have accounts but have never signed in

Courses
2018 Kevin Mitnick Security Awareness Training - 45 Min ~ All Users «
Start: ‘ z:] ‘ 01/01/2017 End: ‘ & 121222017 [ Include Archived Users

Users who started their courses
Users who have started their courses within the given date range

Users who did not start courses
Users who were enrolled within the given date range but have not started their courses

Users with incomplete courses
Users who started their courses within the given date range but have not finished them




60FEE R A DHE LR U ENT=BEOFHML R— A~ DTV XM ATEE : BRI 2B EIR B AT EE

EREMT EELALOLR—TA4UTI2EY B EAO X 1) T BBALORRETRIE T EIENTEEY - HEHBMTOEEY
BN —= T TR OB T T T —REARIL T B ELTRETY . Ffo  LIR—TAV U APIZERT LT REDHRETAXENTL
R—PEERLT. BIVRATLALMETHELELTEET, EHROKnowBed7H IOV MEEELIZVMES(E, O—ILT7YTILR—T4U T 12L& T EH
DT HIVMOXEEEEL T, LAR—MERIRL T, REHERZR B ICHBIRF T D EMTRETY

ro—=2 5 BERIEDPhishing Prone Percentage (PPP: 74y o4 SE{a 1k S B E-E 3)
COLR—KE, FL—=VF (2B OLEERMEITH LT, FIIL—TE A THRBDOPPPERRLET,

Overall Phish-Prone Percentage By Training Time

Training Time
5

0.75 O

05
0 20 40 60 80 100 120 140 160
Phish Prone Percentage
Production @ SG Multiple Failures Past Year Accounting Management
) Sales ) SG Management Untrained SG Midwest Clickers © Marketing

SL—FrR—rh—F
ZDOLR—FTIX, BE64 AR (FIEFDOMOEARM) (Thi=diEESN=Y I —TI2/dT 5. URYRAT, PPP (T4 VS sEBEYRE) &

W—THAX | L5 DDEPPPTUIL—h FL—ZU T KRG ENRESNET

Risk Score By Group (Selected Groups) Email Subject Clicked

Phish-Prone Percentage by Group by
Month

Deskton Gompuer Upgraces (L) (Spoos Doman) 145
CNN: YouTube Shooter Video Werring (Unk) o
Linkedin: (GDPR) Udates to our Terms of Service o
[

Message Deivery: You Have 3¢
UnprocessecPencing Messages to be Delvered
[T

Natonal Bood Center: Donate Bood (LK) 2

Top 5 Clicked Templates.

User Counts (Specific Groups) Coverage By Campaign

Failure Types Group User Count Training Status.
- v specteg cate anae a0 1 s e 1 e S e, ot r a5t
pregr=s

Virtual Risk Officer™(/S—F ¥ JLVYRIFA D49 —) I2kBDa1—HF— T IL—F HBBLRIL DY R I DIEE
DRIOREITMAT, F 2T BREA LTSV T ROBOBRRREISEATEEY,

Personal Risk Score

Risk Score Factors
05/18/2018

N\ '
28.0 e

|
DR
' )
Behavior

Risk Scores are calculated based on a

number of different factors. See our

Advanced Reporting Product Manual for

more details on how Risk Scores are

calculated. Job Function

Risk Score - Last 6 Months

Displays the user's Risk Score over time.

75

—

Risk Score
8



ERAY 115

Automated Security Awareness Program (ASAP)-B&)it ¥ a)T(E#R LTOS 54 REBICEHETHRATIASN=®
Fa)TAERMETOT S LEMAILTHIILERREICLET . BEDODBELGRATYIERL. BHRICES>TORBELRINL—=2T
TOUSLERD THERTHIENTEET,

AARBRL I GTFoTo—k: A—HF—28UTav U T A— ILEEET I BEDTUTIL— 2 EERETHETHREL T
VOTFUTL—hETERIEN., —DOHMB DT T T — kT HIENTEFT, 2RBRE LV Tl ——EX
DEREN—RIZSHIZOF VA ENRIRA R T BIENAREIZHYET , /IS—VFFA XENF=T—RIZT4—ILRE AN Z T, ERE
DAET 7490 F v R—VEERTEET,

HDRBLTAYARAY: FRBA—ILHAD) D EITRIREZREEBHE AT =2V DETIZRRENDURLIZCKNnowBed A SR ELT-4
BITY, KnowBedTlE, SESFHELEI T4V VARAMVERBLTVWET . BB EDHS. TVRI—HF -2 D512 F5E5%
URLMSERTESKSICLTVET,

BEERA (Simulated  Attachment): ARZLT4vo U9 FoFU—RIlF, SESFHRR (Word, Excel, PowerPointE & Uzip,) T
BIRHEEOHDIIENTEET, - BERMITI/OFEDH AL LD, T7M)LzipTHRAL ZEETEET,

NRBLZGOTAVTR—T: BI9I T A= NTUoTL— b, TFNENDORBE DS T4V T R—UFRTET HIENTHETT ,
BERETAVI T TBIUTAVITR—=IUANIN—TA4 T IZMA T, BRREER S DEFETREICLET,

FoFFL—Y—Fv5 (Anti-Prairie Dog:): 4y F Fv o R—=UIZBWCSUA LI ToTL— bS50 8 LIZEET S
CENHBEICHYET  —F—ICRIMNT 2 RBEILEASDBEEET L ARBRIELIIENTEET,

Phish Alert(Z4v3a75—RMHREY: TEA—LERTOOIC. F2UTAIELEANRE N DOIUI)VITERETHIENTEE
ER

249 251)F54 (Phishing Reply) bo9¥2J : £EA—H—MBE I v VT A= AR > TRELENENENSYF LT THIE
METBEICHYET , RARFIZ, RETEELEBERIF YT FYTHIENTEET,

Y= VIV DT T AT ar—8—: ITHUEER X TAN —ZVFIZAFIATED LSS, TRTOERE T A—)L
TADIERE XL TABEDY—IVITEZRFET . BEEE T UV A— LD HIBRIZER>T, Uy L TLESTz2—F—IZ(E,
LyR7SS WNEEHEIEZELL T TON, BADROTELTHIEILSNET,

X aAYFAEHER LN —=2F EX 1 )TAE#BE LN ——20 A TV DHRERDS (4T S5)—T. Diamond T RT3
LARLTIK AT TATHEBEMED 12—V ETH ' — L RREI—, Z2a—RALE—REFEATNET,

Fo—=2F % v R—2: KnowBedBHEHILY— LT FLb—Zo 5 F v R—UZRFICHRETEE T, EBAMZEET 26T
BETY .z, —F =Y IL—TEBITN—ZU T ED2—LEBRTDELD . IR LI——DBHEH. FL——UJ RET E~DMEEIE
A—ILDOBEEELAEETT,

Smart Group(RR—FIL—T): Tqvi T F v R— ZEEBE. K1 —DRSIFVLOI—H—BHIZED L —=
JIREEBEIL T HIENTREIZHYET,

FRIVRARLIR—T 425 60 EBABE LR VSN =R BDFHMLIR— DT O AN T i, BRIICEAGERELET . B
X TFAEHER LN —— Y AR IED SRS L R —T 42T DI KBICHRRSNTWET , CHhICHA T, LIR—F1> 7 API
HEATAHIET. KnowBeda Y —IL ST —2E B TEE T, KFEHDHWRITA REINFzLIR— EERL T, BIVRATLEHETS
&Y TEET,

Virtual Risk Officer (VRO): EAALRIL/TIL—TLARL A AHBLANIILTOVRIDEFEICMA T, X1 T4BEHRALTSVIE
DEDERREIERTEET,

USB Drive Test™(USBRSATTAR): USBEHR-1=,EEDLSIZITENT AN A—F —IZHLTT AT HIENTEET,

Active Directoryf> 79 L—3ay: 1—H—T—4%R5IZ7yTO—FTEET, ChIZEH>T. FETOA—V—EFLEETD
WEHGEIGEY, X2 TS BOBBERFTHENTEET,

tXa)F A=) BEDI—H—FIL—TERELEWMGAIZ, TVEALRILEB LIV EEERZEAEHE T, BEICHRETESE
T KnowBed 7 AD U RADT I AEIBEREL T BDELGRREDHIHFATILICERT HEMNAREIZLGYET,

A—HF—ARVRAPI: H—F/I—F4—DEF 1) TFATSYNITA—LFET—EYV—ADotFaTABEEDHRAALAR U E
KnowBeda—)LATyL 1 BRI CEEIEIZIEATE, A—F—DYARIAATICHEBRMSESZENTREICEYEST, 1—F—0
BALSAVIZINDEDARUREBMLEY, FRATESRESIISGERLIEZYLT, A—F—DURIRATEZHTT HENTEFT, Thic
KO T BMD T T TR == v R—=U D=HIZHE DGRV TUoVENRITA X T HIEMNAREIZRYET,

AIDATM (Artificial Intelligence-driven Agent: AIRY TV I—UxUR): AIEERALT. V—¥ILIVS 7)o OsESELFN
ISR L TR ERETHENTETT . SEANEY—IVILIVO 7T BB ERAEN OB S BTS2 EE/TREICLE
T o CNITKD T A—H =TTy 2T 0ED ) ISETZY . DMAD Y OEZyTEIE Y RARA—LISRESE 12U T HHET,
FYRT—IADERAZLEHEITTOKED T MSBEE T v U T HEIZE I ohh ofzh ., NN THRBAFEERINTLEMEE
URAURTRER T HIEMNTEDKSITHEYET,



HIRH) T ar LRI

KnowBe4®SaaSH TRV T avid, EFRA—RT11—F—HI=YDMIRHREICE-T
WET, KnowBe4ld, FHMBO=——XZH=J1=®HIZ. Silver, Gold, Platinum B &
DiamondD42NHITRHYUFLavb A LERELTNET,

i b —fH
HEE SILVER GOLD | PLATINUM | DIAMOND
\utomated Security Awareness Program (ASAP)
%2 T« ‘Hints & Tips
F—=2TFIEZALRIL |
B8N —=2TFroR—Y
Phish AlertR4>
Phishing ReplyrSv¥2 4
Active Directoryf 74 L—¥3> (ADI)
ERRVFI—FUYT
Virtual Risk Officer™
FRISVRRUR—F42 5T
BEEIVY LT
FL—=2 T FIEALA LI
ARA—NWHHEET R
Ew 2% (Vishing)
tFVTITRE

CLACACACCCCCLC
CLLELCCCCCECECCECLLC

Smart Group

LR—F4>J AP

A—H—ARUPAPI

t¥ayToO0—L

Y= NI IO =FIT AT 4/7—8—(SEI)
USBRZATTRE

B|ELAILYR—1

FL—=2TF7 oAU

AIDA™ AIRYT o T—Yx M (R—41h)
PhishER™ - ZFa L 7FA>

LA ELECECELLCELLc

v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v

<

SilverLR)L: \L—=2 5T HO2ALAN)L | TlL, Kevin Mitnickz¥ 1) T4B#R LN ——2F D455 RRED 1—IL. 250 EH/ED 1—ILELUT
TEITATRAITDISDN—=2aBNEENE T, O, HTRI)TLa R TOEHBOEE I v V7 TARB L UEDIELR—T 42T M
EENET,

GoldLRJIL: FRTOSilverL R JLHEEEIZINZ T hL—=U S FTHEALAI || AVTFIoYNREENET, KnowBedDFL—=U 5 ES a— )L AR
BYFET, 512, BRA—ILIEBEET AR AR—RED., IVROVOIPEFIALIE YIS (Evi o (Vishing) X2 T4T AN EENE T, CKEEH
45 CHIATEE)

PlatinumbLR)L:: Silver&8 £ U GoldD T R TDHEREEZEHET , KnowBedD T R/ AR T4v U #RETH HSmart Group, LIk—T 125 API, 1—
H—ARUMAPL £X 2 TAO—LBLUVSUTAV TR —2 v LIV DT YT A T4l —8— D EENET,

DiamondL- )L : Silver, GoldB LU PlatinumD§ R TDEEREEEAET , CNITIMA T, AVESI9TATED 21— L ETH F—L RRE—ELV
Za1—RLA—732E DKnowBe4DI0FEFREZ A TUYDTAITI)—~DT I EREFEZ DN —ZU T TIRALANIL | ZEAET, IHIT.
KnowBedDERHAIRY T DI—T U (AIDA") EM AT HIEMTEET , WA N—F—FT AR TA—)L, BEE. SMSAVE—U VT EERELI- ST
B —I v LIV DT )T BB EATREICLET . CREEATS THATEE)

PhishER: RAVR7OVEGFEL T, EzlE, KnowBe4d1—HF—DTFRAUFTav L TRYTRY) T av L AL THATEE, PhishERIZEE7
SOAR (Security Orchestration Automation & Response) 7S Vb 74+—LTY , EEADKGEERBL T, —F—HoRESNIXENDEEDHS
Ay E—T OREE EETHEICLET . REA—ILIEKnowBedDPhish Alert(Z4v 17 5—R) RAVIZE> T, T EHMIZA— LRI AN DERE
THRESNET ., A—ILOBEIECTTEBEEETHIEITEOT, PhishERIZITEEEZE DX 1) TAHHLEDZERVIRAD /A XEHVI . &
BERGEBBADXIETRIE - BRI T HIEETRICLET ., (RIEL0L1I—F—HD)



V=X IO ZTY T FIRBREX LT DRLEE L) ITHS,

KnowBe4s X T Lh \HegEd S M —BRAELRSEEE

KnowBe4 MDZEE T —IN—REHEST, 12 » AREITHTZYHI900 EADI —=2F ZEEE X
RITAUFT—YIL, 2019 FEORERREIBANRERALEL - EXBETOIN —ZV T EE
BIDALFI—Y(2&BE FL—=2 S FRIRETID PPP (Phishing Prone Percentage: 71y >4 5k
BEYRE) [L30% LN RIDE I ERELTHRESNFELI,

COHIEN . KnowBed D “New School” (LX) T1EHBR LN —Z=2F L8 MT1v VT EI5E
DHAEDHE)EHEHDIO BT, 30% M 515%A~NFERLEL-, 512, 1 EROFER T, YT
2%~ KIRIZHIE TEEL=,

309% — Initial Baseline

Phish-prone p .
- AVG 30% Prone Percentage:

24%
21%

AVG 15%

|— 3 Months Later:
18% ®

15%

12% 12 Months Later:

AVG 2|%

9%

Phish-pronePercentage

6%

3%

0 Training Period Months
" Based on 9 Million Users

KnawBe4

Human error. Conquered.
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