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@

NOTE:
THIS PRESENTATION IS BASED ON THE BOOK

The views presented here are not necessarily
those of Codenomicon or Toyo
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1. Introduction @

- VoIP is about the transition from the closed
PSTN/TDM networks into all-IP telephony
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1.1 Converged IS&T and security organization
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2.1 VoIP Architectures @

Architectures:

Peer-to-Peer
PBX/Enterprise VolP
Carrier VolP

Service Provider VolP
Softswitch VolP

IMS VolP
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2.2 VoIP Network Components @

Terminals

Soft/hard phone, mobile device, ...

Call Manager

Gatekeeper, Registrar, HSS, HLR, ...
Signaling Server/Gateway

P2P Supernode, IP-PBX, softswitch, CSCF, MGCF
Media Server/Gateway

MGW, MGCF, SBC
Session Border Elements

ALG, VPN, SBC, ...
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2.2 VoIPF kT —HMasfi—h sk @
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2.3 VoIP Protocols @

Signaling:

SIP

H.323
SS7/Sigtran
MGCP/H.248

Media:

RTP, RTCP
Transport:
IPv4 and IPv6

SCTP
TLS

Others: DHCP, DNS, Diameter, Radius, ...
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2.3 VolP7Ora)L @
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3. VoIP Threats and Attacks @

Threat: The means through which someone
can do something bad. A _potential _violation
of security.

Attack: The attempt of doing something bad.

Exploit: The tool of conducting something
bad.

Vulnerability: The flaw or weakness that
enables threats, attacks or exploits.
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3.1 VoIP Threat and Attack Categories

- Service disruption and annoyance
- Eavesdropping and traffic analysis
- Masquerading and impersonation

. nauthorized Access

[} Ekiga -

omputer Call Edit View Tools Help

v |
[ ] i Standby
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Etered accounts: 0
- o Bug Reporting tool J
2 abe 3 der

Ble Edt View Terminal Tebs H The information about the crash has been successfully

test-case #4003: No reply collected hi || Sk 5 mno

test-case #4803, 451 bytes|

test-case #4683: No reply The application that crashed is not known to bug-buddy, ars || Bt 9 wayz
. therefare the bug report can not be sent to the GNOME 2 =

test-case #4603, 451 bytes| Bugzilla. Please save the bug to a text file and report itto the

test-case #4003: No reply appropriate bug tracker for this application

jalpad | Audio  Video P
test-case #4003, 451 bytes| < ghow details

test-case #4603: Mo reply | ocom. Linux 2.6.18-1.2869 fc6 41 SMP Wed Dec 20 14.51.19 EST
X Vendor: The X Org Foundation

X Vendor Release: 70101000

Selinux; Enfercing

Accessibility: Disabled

- xsession-errors (219 sec old)

- Voice Mails: 0

test-case #4003, 451 bytes
test-case #4803: No reply

test-case #4803, 451 bytes|
test-case #4003: No reply

test-case #4803, 451 bytes)
test-case #4003 Mo reply X Close Save

test-case #4003, 451 bytes| Collecting info from your system...
test-case #4003: No reply to valid INVITE packet within 819280 ms. Retrying.

451 bytes
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3.1 VoIPOEBEHED S

H—ERDRMBEIE

. REEENS TR
. BYTHELELBE

. RET7OEX

. FFER

7T

W

e

call

Edit

Bug Buddy

© CODENOMICON AND PALINDROME TECHNOLOGIES, All Rights Reserved 2008

flle Edit View Terminal

test-case
test-case
test-case

test-case
test-case

test-case
test-case

test-case
test-case

test-case
test-case

test-case
test-case

test-case

#4003 :
#4803,
#4603

#4003,
#4003:

#4003,
#4003

#4003,
#4803

#4003,
#4003

#4003,
#4003

#4003,

<h
Tabs H
No reply
451 bytes|
No reply

451 bytes|
No reply

451 bytes
No reply

451 bytes
No reply

451 bytes|
No reply

451 bytes
No reply

451 bytes|

&

Bug Reporting tool
The information about the crash has been successfully
@ collected.

The application that crashed is not known to bug-buddy,
therefare the bug report can not be sent to the GNOME
Bugzilla. Please save the bug to a text file and report it to the
appropriate bug tracker for this application

7 Show details
System: Linux 2.6.18-1.2869 fc6 #1 SMP Wed Dec 20 14:51:19 EST
% Vendor: The X.Org Foundation

X Vendor Release: 70101000

Selinux: Enforcing

Accessibility: Disabled

- xsession-errors (219 sec old) -

Collecting infa from your system...

Ekiga —lIx
View Tools Help
v ||kl
Standby
Etered accounts: 0
2 abe 3 der
hi | S 5 mno
ars || B tuv 9 wxyz
= —
ialpad | Audio | Video P
- Voice Mails: 0




3.2 Service Disruption and Annoyance @

Malformed packets DoS attack

Found by e.g. fuzzing
Caused by broken inputs, malformed packets

Buffer overflow is an example where malformed packets
can be used to get full access to the device

70% of all known vulnerabilities appear to be in this
category

Load-based flooding attacks (DDoS)

. Performance flaw, or load balancing problem

SPIT
Hard in real-time communications

Phone rings before the unwanted media can be detected
Black-lists and white-lists
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3.3 VoIP Fuzzing @

The Denial of Service attack can also consist
of individual malformed packets

The process of generating malformed packets
randomly or semi-randomly is called fuzzing

In 2002, PROTOS researchers from
University of Oulu released a freely available
test suites for SIP and H.323

Uses a small set of efficient tests instead of
randomly generating millions of malicious packets

Cod_enomicon releas.ed Commercial tool$ for
use in VolP penetration testing and quality
assurance
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3.4 Fuzzing Interfaces @

P
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IPv4 / IPv6

- VolIP devices and services need to be tested on all

layers

Any protocol interface that is open to the public Internet
IS a high risk to the system

80% of all VolP devices still crash when tested with
fuzzing
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4. VoIP Vulnerabilities

Security and Reliability Goals and Requirements

Confidentiality

Integrity

Availability

Quality of Service

Vulnerabilities (flaw or weakness) in VolP: Design (D), Implementation (1), Configuration (C)

Insufficient Verification of Data (D)

Low Bandwidth (C)

File/Resource Manipulation Flaws (1)

Low Resources (C)

Crypto and
Randomness (D)

Authentication and
Certificate Errors (D/C)

String / Array / Pointer
Manipulation Flaws (1)

Password Management
(D/C)

Execution Flaws (I)

Permissions and
Privileges (D/C)

Error Handling (1)

Heterogeneous Network
(D/C)

Physical Connection
Quality and Packet
Collision (1)

Lacking Fall-back
System (D)
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5. Signaling Protection Mechanisms

SIP Registration and Call Authentication

Domain A inB
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6. Media Protection Mechanisms @

P Src: 192.168.1.4 (192.168.1.4), Dst: 192.168.1.5 (192.168.1.5)
UubP Src Port: 58074 (58074), Dst Port: 60662 (60662)

" Real-Time Transport Protocol =
LI = Version: RFC 1889 Version (2)
..0. .... = Padding: False

.0 .... = Extension: False

.... 0000 = Contributing source identifiers count: 0
SRTE -+ Dl = Marker: True

Payload type: ITU-T G.711 PCMLU (D)

Sequence number: 1456

Timestamp: 232800

Synchronization Source identifier: 2151669837 _

Payload: 230DB2ESA19B8939F2DF11204FABCESET150EC1CF9154198...

| )

L

» Clear Text

Encrypted Payload
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6. AFATBHEDAN=X Ls @
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7. Key Management @

Challenging to design and implement correctly

The IETF RFC 4046 “MSEC Group Key Management
Architecture” defines an architecture which consists of
abstractions and design principles for developing key

management protocols.

MIKEY

ZRTP

SDEScriptions

IKE

Additional mechanisms are being discussed in IETF
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MIKEY

The protocol should
maintain simplicity for
ease of implementation,
performance and security.

Minimize message
exchange; the negotiation
of key material should be
tag;compllshed in one round
rip.

Support secure end-to-
end key management.

Protocol integration;
allow transport of
messages within other
protocols (i.e. SDP)

Protocol independence;
maintain independence
from any security
functionality |mf>osed b
the underlying transport.

Low bandwidth
consumption and low
computational workload.
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7.1 Key Management Mechanisms (MIKEY)
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71 BEBOAH=X L (MIKEY)

M I KEY MIKEY COMMOMN HEADER PAYLOAD

| z 1
OD’F'”’{E Ii INTH =V A T
g% &) jn F:)b'i . L] C'-"lurm:.::éll -5--4.-;.— HIT |
ST IR S Sire] et
F.Ejyt—;ﬁ@iﬁ'l" T58 e e
* L \: / Y /3/ r.l:.-Tr'I-w:w:* n :-u.lur:w-nnﬂlt-.a-.-ln:r:h.:-I.L . ,1;. :" o B
0)7"7/ NIE Jj"ry;amz,/\g :

M; B DA rnbaies B Bambed oF O et 0 all e ureiie] ol e CRE ARawgh i
V4 \ (=] Pyl iz heve 2505 D5 Hlie rol Bl B vl ocor moo eegis O30 Tha roebeer 3 sebowios el ro 05
B EEE

wi= F:)bd)ﬁA PDTORT rommmy i s i i
élxDPg)T D AyE—2 DEIE (I m—— N

70 I~:|)lx0)5$_L THEOL 7‘{ .
>

-------

t ! Eb Mz - .-’H Alice
0);]%4 g 21T : ﬂ Q g
1ﬁb\ﬁﬁlﬁ§&1ﬁb\§+§ﬁﬁ —.-I'mTE—h-

-0
WEFT F RFRRAIN |

© CODENOMICON AND PALINDROME TECHNOLOGIES, All Rights Reserved 2008 . .




7.2 Key Management Mechanisms (ZRTP)

Boh %
ZRTP »
Key exchange through the — '
media path .
Provides end-to-end key .. Comit
negotiation and avoids yhaqiacalnbosci I
intermediaries o s
Is not impacted by NAT b gmiosmion | Uiy »
:;r.ﬁ-,r.:m“'-ﬁwm'ﬂd-lh : i
|deal for peer-to-peer R
Implemented by several REREY &
vendors Sy ik so . (@
Confiaad Ao

© CODENOMICON AND PALINDROME TECHNOLOGIES, All Rights Reserved 2008



7.2 REEDAH=Z L (ZRTP) @
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7.3 Key Management Mechanisms
(SDEScriptions)

L] L ]
n SDEscrI tlonS ' THVITE =sipzialiceddomain-b.com:506l STP/2.0C
Wia: SIB/2.00TLES 192168 1.53:5041 i bhranch=x0hG4bE-~-d0ddoaal

Fd boksl bldomain-a ElEl=rtag=aedslEERTaldaS2 9l
Toi Ei:—L'l'Eu‘a'. omain=-b.comiadal>
Ke eXChan e sIP Call=I0 ceablT39-db25aleBi192,166.1.3
° . A br m ¥ -
y g Portionof |  CSegs 102 INVITE

SIPS = Max—Forwards: T

through signaling e o || Contacts bobcaipsibobcbmain-a.conssosi

Explireast
Daer=Agents DOLZIFESYEN] Linkeys/ BRTILP2=3.1.6 (LI}

. Requires signaling s, T s
to be encrypted - Cantene-Tyon; 4
(TLS)
S0P

. Some vendor Portonof | o

SIPS

implementations Mo | ia st e
. Key exchange

inline:NeBddIBINUAvLEwGz FINS S+ PSAFcGANTShpXIEY | 220 1: 32
req u I reS crpis TAES CH_IPS SRS BHAF T2 febrer s L P TR H GV D cefiaHyy P (G0N e o o 200 1:4

inte rm ed iaries Fathn Alistuls |} Gy

ication/sdp

AES LM 128 HMAD SHAT IZ -mmseemmmmmr e - Cryplo-alens

inlimm: = Malhod

Ulrb L BN TR SaHOVL Gred ot ay PG S ieiiat -~ - o Master bay wilh salt encoded usng biss 64

B occorrasrmes s e M Sier ety lifetime [opéanal|

Ml sesmssisasaniiisssassniitassesiassanssassasaniin MEEDET Koy Mdenlifier (oational|

© CODENOMICON AND PALINDROME TECHNOLOGIES, All Rights Reserved 2008 . . E



7.3 BEEDAH=X L (SDEScriptions)
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8. VoIP and Network Security Controls

@
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9. Security Framework for Enterprise VolIP
Networks

- 1SO 17799/27001, . Security Policy
Information Security . External Parties
II\?/Iana_gement - Asset Management

equirements . Physi_c%al and environmental
securi

- Mapped VolP Oper tYn management
controls : perations manageme

- Access Control

- Addresses other . System Acquisition,
regulatory de\(e![opment and
requirements mainienance

Incident management
SOX Business Continuity
GLBA Compliance
SAS70

© CODENOMICON AND PALINDROME TECHNOLOGIES, All Rights Reserved 2008 . . E
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10.1 Provider Architectures and Security

Access Management
@ VPN
mmt;‘ ’ r Subscribers
% Applications and Services _ _
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i 5
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Canfidaniality Infrastructure & Gataway  Galeway
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; Tralbe Manigamaiid mnd
| oo
it = =
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! Eeirity

Operations Intemel
Administration Subscribers
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Provisioning Q Border Contral Element It S 1 0pm.

Do you know if your

SBC has been
configured properly?
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10.2 Provider Architectures and Security @

Summary of lesson’s learned from assessing carrier
grade environments:

Some signaling/media attacks are not managed properly.
Call flow manipulation attacks

Lack of adequate monitoring capabilities on core
components (i.e., SBC’s, gateways, soft-switch etc.).

Attacks originating from peering points are not properly
managed (i.e. Enterprise customers and carriers)

Recommendations

Plan early and ask questions. Poor security architecture
and design requirements lead to many mistakes that can
be prevented.

Evaluate critical network elements (i.e. SBC’s signaling
gateways etc.) using a multidimensional approach (not
just lab “xyz” run nmap/Nessus on my box).
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10.2 TANAEDTF—FTIFvLtFa T4 @
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11. Enterprise Architectures Security

Areas where most
common weaknesses
found in assessments

No adequate protection
for signaling or media

Poor ACL’s/Network
filtering

Improperly configured
systems

Outdated software
versions

Most weaknesses are
based on poor or lack of
security requirements.
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Summary @

VolIP security is not only about security
mechanisms

For full security analysis, you should study:

Threats

Attacks
Vulnerabilities
Architectures
Countermeasures

There is no one way of doing it right, different
techniques apply for different needs

Security is a process not a product!
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